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Notice of possible leak of customer information due to unauthorized access

Accordia Golf Co., Ltd. (hereinafter “Accordia” or “the Company”) announces that it has found that the
information of some customers may have been leaked due to the unauthorized access of the web
server from an external source. Accordia currently outsources the operation of this web server to
another company. The information that may have been leaked externally includes the information of
those who have completed registration by filling out forms for a quote to purchase a golf-club
membership, Accordia Kids membership, L-Style membership, applications to participate in various
types of events, as well as personal pages for golf school students. All of this information is managed
on the Accordia Website (official website). The total number of customers believed to be affected by
this leak is 359.

The Company sincerely regrets any inconvenience and concern that it has caused its customers as a

result of this leak.

The Company promptly took measures to prevent unauthorized access to the database when it
confirmed that there were signs of potential unauthorized access. However, at this time it has not

received any reports from customers that are potentially related to this information leak.

1. Details of unauthorized access:

Unauthorized access to personal information was confirmed around 8:00 p.m. on December 9. The
result of investigation confirmed signs which led us to suspect that a tool had been embedded to gain
an unauthorized access to databases. According to the checked logs of POST requests that control
the tool, customer information was accessed through a database management tool that had been
illegally installed on the server. Nevertheless, there has been no confirmation of logs which indicate

the actual data was stolen.

2. Customer information that may have been leaked:
(1) Affected programs

The number of form-based registrations that may have been leaked is as follows.



(1) Quotation for the purchase of golf-club 107
membership

(2) Registration for Accordia Kids membership 108
Applications to participate in various types

3) 26
of events

(4) Registration for L-Style membership 103

(5) Personal pages for golf school students 15
Total 359

(2) Information that may have been leaked:

Names, gender, birth dates, addresses, telephone numbers, mail addresses, and point card numbers

3. Measures that have been taken

The database management tool illegally installed in the server was removed at 8:00 p.m. on
December 9 and all backdoors were decontaminated. In addition to the compromised web server, we
are moving forward with steps to check other possibilities, such as investigating the vulnerability of

security systems of other servers.

No signs of the aforementioned unauthorized access or illegal modifications have been detected in
conjunction with the personal information of customers that is managed and operated through servers
other than the compromised web server, such as the member information of golf courses managed by
the Company, the information of Accordia Golf Point Card holders, and the information of Accordia

online booking users.

4. Future outlook:
The incident will not have any material impact on the Accordia Group’s performance for the fiscal year
ending March 31, 2016.

Any new facts in conjunction with this matter will be reported as soon as they are revealed.

5. Contact for inquiries:

Accordia Golf Service Desk

Telephone: 03-6688-1500

(Push “6” for other inquiries after the audio guidance is finished.)

Hours: 9:00 am to 5:00 pm (excludes Saturdays, Sundays and holidays)
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